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● Wi-Fi

● G Suite & Chromebooks

● Virtualization

● Help Desk Management

● Process Automation / Scripting

● Access Control & Surveillance



The Best Way to 
Build Capacity

Training: Certified Wireless 
Network Professionals 
certifications - Vendor neutral 
based on job role requirements.

Wi-Fi Conferences:
● Wi-Fi Trek
● Wireless LAN Professionals 

Conference

Be Part of the Wi-Fi Community!
Twitter (#WLPC), Blogs, YouTube 
(WPLC, CWNP), Podcasts



Our Project

A real DIY project:
● Keep labor costs low: Leveraging our in-house skillset. Install labor only.
● eRate process and timeline didn’t allow for much else.

We already knew where our deficient areas were and could troubleshoot / 
remediate ourselves.

🚩 Vendors using any kind of guideline. Advice like “1 AP per room or square 
foot” or “30 devices per AP,” etc. should be concerning. Wi-Fi often works 
despite a poor design.



Project Tracking Sheet



Installation Maps



User Experience Survey



The “right” way to do Wi-Fi

1. Requirements gathering: Maps, materials, 
clients, applications.

2. Site survey: Predictive with attenuation 
mapping, or active AP on a stick site 
survey

3. Installation & Configuration
4. Post-installation validation:

a. Site survey: Passive, active & spectrum
b. RF tuning: Channel and power
c. Association & authentication testing
d. Roaming tests (if needed)
e. Spectrum analysis (if needed)

🚩 Skipping steps! A quick 5-10 minute 
device discussion and a quick building 
tour is not sufficient.

🚩 Post install reports can be 
deceiving. The color gradient on 
post-install maps can be manipulated, 
and measurement tools may observe 
the network better than your devices.



Goals
☐ Provide airtime.

☐ Provide coverage.

☐ … but not too much.



Wi-Fi Capacity Planning
Some of my biggest “Aha!” moments of the last few years.



The 
Revolution Wi-Fi 
Capacity Planner

Warning: This not take into account 
physical floor plans.

1. Interview your users!
2. Break down the types of 

physical spaces, devices, 
and the applications used.

3. Do a reasonable capacity 
plan for each combination.

Let’s experiment. 
Where does the plan fall apart?

revolutionwifi.net/capacity-planner



Spectrum is a 
limited, natural 
resource.



Vendor promises 
can’t beat 
physics.
But, new 802.11 amendments can make spectrum usage more efficient.



Wi-Fi Frequencies & Channels



2.4 GHz Spectrum - Channels 1, 6, and 11

2412 MHz 2462 MHz2437 MHz



5 GHz Spectrum

25 Channels
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Image source: Keith R. Parsons, wlanpros.com

Limitations!



Channel Width

Image source: Keith R. Parsons, wlanpros.com

Total available:
25 @ 20 MHz
12 @ 40 MHz
6 @ 80 MHz
2 @ 160 MHz

8 @ 20 MHz
4 @ 40 MHz
2 @ 80 MHz
1 @ 160 MHz



Metageek
inSSIDer

Tool for a quick Wi-Fi overview



Access Point 
Features

Usually, 2 client-serving radios.
(And maybe a sensor.)

Radio 1 Radio 2

2.4 GHz 5 GHz

2.4 or 5 GHz 5 GHz

Radio 1 Radio 2 Radio 3

2.4 or 5 GHz 
(Legacy)

5 GHz
(Wi-Fi 6 Only)

6 GHz

OFDMA /  Future



Maximizing Airtime



What is airtime?
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Signal-to-Noise

Signal (dBm) -67 dBm

- Noise (dBm) - (-96 dBm)

= SNR (dB) = 29 dB

Bigger is 
better!



Metageek
Chanalyzer

Visual tool for spectrum analysis



A 29 dB SNR should 
achieve MCS 8.

Translating SNR 
to MCS

Image source: Andrew von Nagy, revolutionwifi.net



A transmission at MCS 8 would 
be a data rate of 86.7 Mbps.

Your MCS changes continuously.

Translating MCS 
to Data Rates

Image source: Keith R. Parsons, wlanpros.com

❓



Constellation Maps
(BPSK, QPSK, 16QAM, and 64QAM)

More bits per 
transmission, 
but harder to hit.



Spatial Streams & 
MIMO

Adding extra radios to the 
radio chain allows 
transmission of multiple 
radio signals at the same 
time.

E.g. 2x2:2, 3x3:2, 4x4:4 ...

[Transmitters] x [Receivers] : [Unique Streams]
How to read a spec sheet:



A transmission at MCS 8 would 
be a data rate of 86.7 Mbps.

Your MCS changes continuously.

Translating MCS 
to Data Rates

Image source: Keith R. Parsons, wlanpros.com



Both the access point and 
client in this example 
have 2 spatial streams.

Translating MCS 
to Data Rates

Image source: Keith R. Parsons, wlanpros.com



Minimum Basic 
Data Rate

If your design can guarantee an 
SNR & data rate, you can set a 
minimum data rate. 

Why? This prevents slow clients 
from monopolizing airtime.

Also, Disabling 1, 2, 5.5, and 11 
Mbps data rates blocks legacy 
802.11b clients.



Dynamic Rate Selection & Minimum Basic Data Rates

AP 📱12 Mbps📱36 Mbps



Management Frames & Overhead

● Retransmissions (from packet loss)
● Acknowledgements (instead of Block Ack)
● RTS and CTS (802.11b clients)
● Beacons (due to # of SSIDs)
● Probes (clients in crisis)
● Broadcast & multicast packets
● Etc...



Improving 
Available Airtime

Less noise + higher signal
Higher SNR / MCS rates, & less retries

More spatial streams
Required higher end devices

Wider channels
Less total channels

Reduce overhead
Client compatibility

= More available airtime



Metageek
Eye P.A.

Visual tool for airtime analysis and 
packet capture of Wi-Fi traffic.



Airtime breaking point



Factors of 
airtime usage

● Hardware factors:
○ Wi-Fi standard
○ Spatial streams

● Environmental factors:
○ Existing utilization
○ Signal-to-Noise
○ Data rate



Real Life Client Capabilities



Real Life Channel Statistics



Real Life Client Stats



Heading back to 
the capacity 
planner...



Goals
🗹 Provide airtime.

☐ Provide coverage.

☐ … but not too much.



Access Point Placement



Channel Assignments - 2 per AP
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Dual 5 GHz AP 
Channel Pairings

Combining non-DFS and 
DFS channels on a single 
access point to reduce 
impact of DFS event.

Best practice: 80-100 
MHz separation between 
both channels.
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Ranges

Association Range:
● Controlled by minimum basic data rate
● Forces clients closer to AP

Signal Range (Signal Detect):
● If the device can decode, it must defer
● Requires at least 4 dB SNR
● Preamble sent at a much lower data rate: 1 

Mbps (2.4 GHz) / 6 Mbps (5 GHz)
● Receive sensitivity of devices vary. APs are 

very sensitive.

Energy Detect:
● Mechanism for detecting any kind of 

transmission (non-Wi-Fi interference)
● Requires a high bar: Signal Detect + 20 dB

AP

Not to scale.

12 Mbps

��
A
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Signal

��Energy

Much 
larger!

Clients have 
a cell too!

����



Transmit Power - Overpowered AP

AP💪��😣



Transmit Power - Matched

AP👍
��👍



You can’t control 
the client.



Placing Access Points

● Place enough radios (access points) to meet your requirements in 
coverage and the necessary airtime for your usage, but don’t go overboard.

● Walls and barriers are good. Use them to constrain the signal range so you 
can reuse a channel sooner.

● Big open spaces (and hallways) are not ideal. Multiple APs in the same 
area, on the same channel, share airtime.

● Using external antennas allows you to direct your signal range where you 
need it, but more importantly, to exclude it from going where you don’t.



Tamosoft
Tamograph 
Site Survey

Two main functions:

1. Estimate 
coverage and 
data rates.

2. Validate actual 
coverage and 
performance.



Goals
🗹 Provide airtime.

🗹 Provide coverage.

☐ … but not too much.



Reality Check
If you have a takeaway, this is it.



It’s easy to 
believe installing 
APs everywhere 
will solve your 
problems.



Remember: 
Airtime is per 
channel, not per 
access point.



You only have so 
many channels & 
you can’t beat 
physics.

Spectrum is a natural resource, remember?



Wi-Fi is a delicate 
balance and 
requires planning.



Goals
🗹 Provide airtime.

🗹 Provide coverage.

🗹 … but not too much.



Some Practical Advice
Don’t do any of this without plenty of testing!



Power over 
Ethernet

Make sure you have 
enough available PoE 
budget on your switches 
before you replace APs!



SSIDs

SSID User Type Description

Guest Guests Simple PSK. Captive portal with name / email entry. 
Times out after 12 hours.

802.1X Managed & 
BYOD

RADIUS server authenticating against Active Directory
Managed: Windows devices authenticate with computer object
BYOD: User authentication on personal devices

PSK
(Multi Device)

Managed Long complex PSKs deployed with MDM (Chromebooks) to many 
systems.

PSK
(Single Device)

Managed & 
BYOD

Simple PSKs assigned to a single device, usually standalone 
devices with no MDM.



User Profiles / Firewalls

Guest BYOD Managed

Firewall - 
From Device

No discovery protocols
No IPv6
No local subnet
No VPN apps
Only HTTP(S) to internet

No discovery protocols
No IPv6
Select local servers only
No VPN apps
All ports to internet

No discovery protocols
No IPv6
Server subnets only
No VPN apps
All ports to internet

Firewall - 
To Device

None None Server subnets only

QoS 10 Mbps
Priority 5

30 Mbps (Staff)
10 Mbps (Students)
Priority 10

50 Mbps 
Priority 15



Traffic Filters / Firewall Rules

Broadcast: Drop

Multicast: Drop (if possible) or convert to unicast

Interstation traffic: Disabled



VLANs and Subnets

Best practice: 
<1000 devices per subnet

Device Counts: 
Staff/HS/MS: 2 BYOD, 1 Managed
All Others: 1 BYOD, 1 Managed

VLANs:

● Managed or BYOD
○ Staff or Student

■ [Campus] (combine if possible)
● [Floor] (if needed)

● Guest



Radio Settings

Radios (Both): 
● Channel width: 20 MHz
● TX Power: Auto (13 dB max)
● Channel: Auto
● Client TX power control (802.11h): Enable
● Weak SNR Suppress: 10 dB

Radio 1: 5 GHz (No DFS channels)
Radio 2: 5 GHz (All channels)

Data Rates:
● 802.11a: 

○ Basic: 24 Mbps
○ Optional: 36, 48, 54 Mbps

● 802.11n/ac (MCS rates): Enabled

Other Enabled Settings:
● 802.11k - Radio Resource Management
● 802.11v - BSS Transition Management



Other Tools

Built-in Packet Capture: Some Wi-Fi APs offer 
capturing packets into Wireshark over the 
network!

Netscout AirCheck G2: Handheld Wi-Fi tester, 
great for technicians.

Nuts About Nets RF Explorer: Handheld 
spectrum analyzer.

Netbeez: Sensors that live in important spaces 
and continuously test that the network is 
working.

Ekahau Sidekick & Site Survey: Top of the line 
hardware and software for designing Wi-Fi 
networks.

And all the stuff I’ve already shown...



Thanks! 👋


