Building Your Wi-Fi Capacity
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The Best Way to
Build Capacity

Training: Certified Wireless
Network Professionals
certifications - Vendor neutral
based on job role requirements.

Wi-Fi Conferences:
e Wi-FiTrek
e Wireless LAN Professionals
Conference

Be Part of the Wi-Fi Community!
Twitter (#WLPC), Blogs, YouTube
(WPLC, CWNP), Podcasts




Our Project

A real DIY project:

e Keep labor costs low: Leveraging our in-house skillset. Install labor only.
e eRate process and timeline didn't allow for much else.

We already knew where our deficient areas were and could troubleshoot /
remediate ourselves.

P Vendors using any kind of guideline. Advice like “1 AP per room or square
foot” or “30 devices per AP’ etc. should be concerning. Wi-Fi often works
despite a poor design.



Project Tracking Sheet

A B C D E F G H | J K L M N o] P Q 4/» T u v w X Y

1 Location | New AP | Existing AP | switch port | progress | |
2 Blc= Flc= Roc= AF= AHM= Room =|Name = Box = ModeY Seriall = MAC = Asset# = Destiny =|Name = Mod = Serial = MAC =|switchibF = Port=| cabli = |onlin = switc = Locat =
s PN IFL 1 PN-IFL PNl |AH-PNOOL 1 'AP550 85501707051 B87CF253E6 007864 90013332 PNO2-2920-62 38 |Y Y Y

4 PN IFL 2 PN-IFL PN-2 | AH-PNO02 2 AP550 85501707051 B87CF253E2 007865 90013333 PN@2-2920-62 34 |Y Y Y

s PN IFL 3 PN-IFL PN-3 | AH-PNOO3 3 AP550 85501707051 B87CF253E4 097866 90013334 |AH-PNO03  AP121 12113070100297 401881926280 |PN02-2920-62 42 % Y

6 PN IFL 4 PN-IFL PN-4 | AH-PNOO4 4 AP550 5501707051 B87CF253E8 007867 90013335 |AH-PNO04  AP121 12113070100182 4018B19244C0 |PN02-2920-62 45 Y Y

7 PN IFL 5 PN-IFL PN-5 | AH-PNOOS 5 AP550 95501707051 B87CF253E7 097868 90013336 PNG2-2920-62 35 |V Y Y

8 PN IFL 6 PN-IFL PN-6 | AH-PNO0G 6 AP550 85501707051 B87CF253E6 007869 90013337 PN2-2920-62 36 |V Y Y

o PN IFL 7 PN-IFL PN-7 | AH-PNOO7 7 APS50 05501707051 B87CF253D6 007870 90013338 |AH-PNOO7  AP121 12113062800059 401881921580 |PN02-2920-62 43 % Y

10 PN IFL 8 PN-IFL PN-8 | AH-PNOOB 8 AP550 85501707051 B87CF253E4 097871 90013339 |AH-PNO08  AP121 12113070100013 4018B1921ACe |PN02-2920-62 48 % Y

1M PN IFL 9 PN-IFL PN-9 | AH-PNO09 9 AP550 85501707051 B87CF253DD 007872 90013340 |AH-PNO09  AP121 12114861902925 FOICEQ1E1200 |PN02-2920-62 40 Y Y

12 PN IFL 11 PN-IFL PN-11  |AH-PNO11 10 AP550 95501707051 B87CF253E8 097873 90013341 PNB1-2910a1-60 35 |V Y Y

13 PN IFL 12 PN-IFL PN-12 |AH-PNO12 11 AP550 ©5501707051 B87CF253E3 007874 90013342 |AH-PNO12  AP121 12113070100100 401881923000 |PNO1-2910a1-60 34 % N-W-IDF
14 PN IFL 13 PN-1FL PN-13 | AH-PNO13 12 APS50 05501707051 B87CF253E5 007875 90013343 |AH-PNO13  AP121 12113070100286 4018B1925CCe |PN@1-2910al-68 33 Y N-W-IDF
5 PN IFL 14 PN-IFL PN-14 |AH-PNO14 13 AP550 85501707051 B87CF253DF 097876 90013344 PN@1-2910a1-60 36 |V Y Y

16 PN 1FL 15 PN-1IFL PN-15 |AH-PNO15 14 AP550 85501707051 B87CF253E7 007877 90013345 PN@1-2910a1-60 37 | Y Y Y

7 PN IFL 16 PN-IFL PN-16 |AH-PNO16 15 AP550 85501707051 B87CF253E9 097878 90013346 |AH-PNO16  AP121 12113070100305 401881926080 |PNO1-2910a1-60 32 Y N-W-IDF |
18 PN IFL 17 PN-IFL PN-17 |AH-PNO17 16 AP550 5501707051 B87CF253DD 007879 90013347 |AH-PNO17  AP121 12113070100326 4018B1926A40 |PN01-2910a1-60 44 Y Y

19 PN IFL 18 PN-IFL PN-18 |AH-PNO18 17 AP550 85501707051 B87CF253DF 097880 90013348 PNO1-2910a1-60 38 |V Y Y

20 PN IFL 19 PN-IFL PN-19 |AH-PNO19 18 AP550 85501707051 B87CF253E0 007881 90013349 |AH-PNO19  AP121 12113070100032 4018B1921F80 |PN02-2920-62 44 Y Y

21 PN IFL 20 PN-IFL PN-20 |AH-PNO20 19 APS50 05501707051 B87CF25432 007882 90013350 |AH-PNO20  AP121 12114061903017 FOOCEQ1E2900 |PNo2-2920-62 41 Y Y

22 PN IFL 21 PN-IFL PN-21 |AH-PNO21 20 AP550 85501707051 B87CF25432 097883 90013351 PN2-2920-62 37 |Y Y Y

23 PN IFL 22 PN-IFL PN-22 |AH-PNO22 21 AP550 ©5501707051 B87CF25434 007884 90013352 |AH-PNO22  AP121 12113070100302 401881926140 |PN02-2920-62 46 Y Y

24 PN 1IFL 25 A  PN-IFL PN-25 |AH-PNO25-A 22 AP550 95501707051 B87CF25442 097885 90013353 |AH-PN025  AP330 33013052000470 E@1C41222980 |PNO1-2910a1-66 25 Y N-W-IDF
25 PN 1IFL 25 B  PN-IFL PN-25 |AH-PNO25-B 23 AP550 @5501707051 B87CF25438 007886 90013354 PN@1-2910a1-60 31 [N N-W-Ver
2% PN 1FL 28 PN-1FL PN-28 | AH-PN028 24 AP550 05501707051 B87CF25433 007887 90013355 |AH-PNO28  AP121 12113070100284 401881925040 |PNO1-2910a1-60 30 N-W-IDF




Installation Maps

AREA: 40,300

O Old AP

A New AP

O Refurb AP

B Old—New Swap
B Old—Refurb Swap
% MDF/IDF

[ FLOOR




User Experience Survey

Wireless Experience Survey

“This survey is intended to collect general information about the district wireless network,
positive and negative. We are looking for empirical evidence that we can use to identify al
‘where the wireless network needs to be reinforced or reconfigured based on actual usage
Please be objective when providing your experiences.

We are trying to evaluate the wireless network itself, and not identify issues with specific
applications, websites, or devices. Issues with the wireless network will almost always af
‘websites or applications equally. If you are having an issue with a particular device, applic
website, please try another one to verify if the issue is isolated to that specific item or not
issues will often affect multiple devices (E.g. both a notebook and a phone) at the same t
all websites or applications equally.

Filling out this form will not log a request in our tracking system. As always, f you have a
support concern please email us at i org, call ), or ug

web-based support system at helpdesk wintonwoods org.

Your email address (jones.matt@wintonwoods.org) will be recorded when you submit thi
Not you? Switch account

*Required

- Include only your experience with the wirel
- Include only your experience Feb 19th, 201

rk in the district.

ination first.

- Don't combine unrelated issues together.
- If you have experiences with different locatj es, fill out the form multiple
- If your experience changes drastically, fill ASAR.

- Review the changes below.

Recent Changes

2/13/18 - Elementary School had "Client Load Balancing" and "Client Tx Power Con
features disabled

2/14/18 - Middle School had "Client Load Balancing” and "Client Tx Power Control”
disabled

2/15/18 - All other school buildings had "Client Load Balancing® and "Client Tx Pow
Control* feature disabled

3/8/18 -"Weak Signal Probe Request Suppression” (weak SNR filter) was changed
from 20dB

3/8/18 -"Suppress response to broadcast probes by allowing only one SSID to resg
time" was disabled

3/16/18 - Disabled DFS channels on the 5ghz radio of AP330 model access points
3/16/18 - "Convert IP Multicast to Unicast” was changed from Disabled to Auto
3/29/18 - Intermediate and Primary North were upgraded to HiveOS 8.3r2

Recent Change Impacted Me *
QO Yes
O No

(O Not sure

ocation

Building *
Wireless service quality can be very | dependent due to building and th
location of access points. Please share your experience with only a single location in mind.

Choose w7

Room Number *
Please look at these building maps (https://goo.gl/VoxLCR) to find your room number. Zoot
needed. In some buildings, they may differ from the actual label on the doors. E.g. 102, 205

Your answer

Overall Experience *

Please let us know the nature of your experience. Please be as specific as possible. If you k
problems, you will be asked some additional questions on the next page. The meaning of tf
wireless "bars” shown on your device are not exclusively signal strength, and the meaning v
between device types. Even so, it's the easiest indication of your connection status. We're
particularly concerned with instances where you have a good signal and active connection
to the access points but it is otherwise inoperable ("o connectivity").

() Few ornoissues
No bars and no connectivity

Few bars (<50%) and no connectivity

O

(@)

O Many bars (>50%) and no connectivity

(O Logon page doesn't load or issues with logon (Guest network only)

Network Used *

District Chromebooks automatically connect to the network WW-Managed-PSK, and districi
Windows devices use WW-WarriorNet. All staff and students should be connecting to WW-
WarriorNet networks on personally owned devices. If you are connecting to the WW-Guests
network, please delete that network and connect correctly. If you need assistance, please ¢
the Technology Center for assistance.

(O] ww-WarriorNet (Personal or district Windows devices)
D WW-Managed-PSK (District Chromebooks)

[C] Ww-Guest (Guests)

Device Types Used *

Different types of devices can behave differently and some may have problems more often
others. We would like to identify if certain types of devices are more reliable or problematic
Additionally, we are concerned with the general experience on the network using devices th
known to work, not with specific troublesome devices. If your device has such an issue, ple
don't fill out this form and submit a request to the Center for ist: If you

How many people does the issue affect? *

Wireless issues that affect more than one person and more than one type of device are stronger indications of wireless
network configuration issues or capacity problems with large numbers of devices in  single location. Issues with a single
device more likely indicate an issue with that individual device, particularly if others are not experiencing the same issue in

have the same issue with multiple types of devices, please check mark all of the types that
a different type of device has a different issue, please fill out the form again after you comy
with the other device in mind.

District Windows Notebook

District Chromebook

District Interactive Panel / Touchscreen Display
Personal Apple Notebook

Personal Windows Notebook

Personal Chromebook

Personal Tablet

Mobile Phone

0O0O0O0ODO0OD0O0OOo

Timin

When did this experience start? *

Wireless experiences can change moment to moment or day to day depending on many fa
Being as accurate as possible on the time frame is extremely helpful. We will align your ex{
with dates of upgrades and configuration changes to measure improvement or degradatiol
Date

mm/dd/yyyy

How long did it last? *

(O Just one day

(O Acouple of days
O Aweek

(O Acouple of weeks
(O Amonth

(O since the start date

lose physical proximity.
) Justme
() some students/staff in the room

() Allstudents/staff i the room

What time of day does the issue occur? *

Wireless issues can be very time of day dependent, due to usage and number of people congregating i specific areas.
The following questions attempt to identify these types of issues.

() Randomly

Before school

During the morning

During lunch

During the aftemoon

) After school

Only when there is a large group of devices i the room

Only when there are two or more large groups of devices in adjacent rooms

How long does the issue usually persist before subsiding? *
( :; Momentarily (<1 min)
() Acouple minutes (<2 min)
") Afew minutes (<30 min)
Abell period (~50 min)
An hour or more (>1 hour)
During school hours

) Varies greatly




The “right” way to do Wi-Fi

1. Requirements gathering: Maps, materials, P Skipping steps! A quick 5-10 minute

clients, applications. . device discussion and a quick building
2. Site survey: Predictive with attenuation . .
tour is not sufficient.

mapping, or active AP on a stick site
survey

3. Installation & Configuration P Post install reports can be

4. Post-installation validation: deceiving. The color gradient on
a. Site survey: Passive, active & spectrum post-install maps can be manipulated,
b. RFtuning: Channel and power and measurement tools may observe
c. Association & authentication testing i
d. Roaming tests (if needed) the network better than your devices.
e. Spectrum analysis (if needed)



[ 1 Provide airtime.

Goals ] Provide coverage.

[ ] ... but not too much.




Wi-Fi Capacity Planning

Some of my biggest “Aha!” moments of the last few years.




The
Revolution Wi-Fi
Capacity Planner

Warning: This not take into account
physical floor plans.

Interview your users!
Break down the types of
physical spaces, devices,
and the applications used.
Do a reasonable capacity
plan for each combination.

Let's experiment.

Where does the plan fall apart?

AR B & ) E F G H ! J K Lo~ N 0 -
_ |-
e H H Clear Worksheet
2 Predictive Wireless LAN Capacity Plan
3]
4| Project Name: PN/PS Classroom (Active) Date: November 1, 2017
8]
6 Network Infrastructure Selections Description
7| Access Point Type: Aerohive AP 550 (802.11ac, 4SS, Dual 5 GHz) Select the access point type that will be deployed in the environment.
8 5 GHz Channel Width: 20 MHz Select the 5 GHz channel width APs will use. 20 MHz is used for 2.4 GHz.
9 Client Distribution between Bands: 100.0% Define the percentage of all clients desired on 5 GHz (including 2.4 GHz-only clients).
10 Association Limit per-AP Radio: 100 Define the maximum desired client associations per-radio.
1 Concurrent Associated Client %: 100% Define the of clients to the WLAN during peak times.
12 Concurrent Active Client %: 95% Define the of clients during peak times.
13 Number of Enabled SSIDs: 5 Define the number of SSIDs enabled on the WLAN (including hidden SSIDs).
14 Minimum Basic Data Rate (2.4 GHz): 802.11g 24 Mbps Select the minimum Basic / Mandatory data rate configured on the 2.4 GHz band.
15 Minimum Basic Data Rate (5 GHz): 802.11a 24 Mbps Select the minimum Basic / Mandatory data rate configured on the 5 GHz band.
16 RF Coverage Design: Capacity / Voice / Location Select the RF coverage design type that matches the minimum signal quality for clients.
17 RF Environment: K-12 School Building Describes the noise floor and available airtime for clients in the environment.
18 Desired Capacity Available for Growth: 0% Define the desired percentage of capacity that should remain available for future growth.
19 Device Sub-Total to Display: AP Radios Required (Airtime) Select the metric to display for per-device subtotals in the table below.
20
21 Devi Applicatl 2.4 GHz Band 5 GHz Band
: 5 St vice pplication . "
ndex|Client Device Application or Throughput SLA 5 . AP Radios . AP Radios
» Quantity Throughput | Assoc. Active e Assoc. Active (Birtime)
o 1|Chromebook 2 (11ac, 2SS, 80 MHz) 'YouTube HD 1080p Video Streaming 25 5 Mbps 0 0 0 25 24 1.85
o - 2|Smart Phone (11ac, 1SS, 80 MHz) Web Browsing & Email (Light) 1 Both 250 Kbps 0 0 0 1 1 0.01 | - o
4 oo
25 ™ 3|Chromebook 2 (11ac, 2SS, 80 MHz) Apple AirPlay Screen Mirroring w/ Video L Both 3.5 Mbps 0 0 0 1 1 0.06
2 ™ 4|Chromebook 2 (11ac, 2SS, 80 MHz) Apple AirPlay Screen Mirroring w/ Video il Both 3.5 Mbps 0 0 0 1 1 0.06 3Hz Band
/| _capacity Plan [ Analysis | Mesh Plan | Network | Clients | Applications | Data Rates | SSID Overhead | About | (@) N o
2 Addtional Options: ActiveDevices: 27 o G
- O Seta it on the number of 2.4 GHz radios to depioy: AP Radios Required: 000 1.96
" & Pian for al capacity growh to bo n tho 5 GHz froquency band + Capacity for Growth: 0% 0.00 0.00
- AP For Facior AP Radios to Deploy: 0 2
© Dual Radio APs (NIl Radios Enablod) ® Dual5 GHz Capable APS
o Throughput: 127.25 Mbps 0.00 Mbps 127.25 Mbps
© Dual Radio AP: © Display only b 1 Dual-Radio AP(s)
i Band Steering Ratio: ~ 100.0% with 1 Configured a5 Dual-5 GHz
1 Sapacily roquirerments aro rivon by association s n 2.4 Gz and airtimo in & GHz
2 Capacity Available for Growth Capacity per Radio
- Given current client and application mix: 2.4 GHz 5GHz Dual-Band AP 2.4 GHz Radio 5 GHz Radio
o Additional Device Associations (per Band): 0 172 Available Channels: 3 (20 MHz) 21 (20 MHz)
2 Additional Active Devices (per Band): 000 058 Frequency Reuse Required: 4 1
& Additional Throughput (per Band): 0 Mbps. 2.74 Mbps Airtime Utiization (ea) 2.27% 83.24%
5 Additional Device Associations (per Radio): 000 86.00 Associated Devices:  14.00 000 14.00
= Additional Active Devices (per Radio): 000 029 Active Devices: 1350 0.00 13.50
e Additional Throughput (per Radio): 0 Mbps 1.37 Mops Avg. Throughput: 63,63 Mbps 0 Mbps 6363Mbps /|

Capacity Plan | Analysis | Mesh Plan | Network | Clients | Applications | Data Rates | SSID Overhead | About

@ <[] »

revolutionwifi.net/capacity-planner



Spectrum is a
limited, natural
resource.



Vendor promises
cant beat
physics.

But, new 802.11 amendments can make spectrum usage more efficient.



Wi-Fi Frequencies & Channels



2.4 GHz Spectrum - Channels 1, 6, and 11

2412 MHz 2437 MHz 2462 MHz
11 channel




5 GHz Spectrum

5 GHz Channel Allocations

o o o Lo o
Frequency (GHz) [ Q 3 N ®
7o) [T o) o) o)
802.11 Allocations UNII-1 UNII-3
o o ol ol Bo ©O 9 © © w !vu W’ v w
CENCINECIEl © 9 S § 3 ) NS 3 8 R R X % R 8 &
Lo Lo Lo Lo Lo Lo Lo Lo Lo Lo Lo Lo Lo Lo Lo “') Lo Lo Lo Lo Lo Lo Lo Lo Lo
20 MHz | 36 || 40 || 44 || 48 || 52 || 56 || 60 ||100||104||108||112||116||120| 124 |128||132||136||140| 144 |149||153| 157 |161||165|
1510 [1ss |

40 MHz [ 38 || 46 || 54 || 62 || 102 || 110 [[ 118 |[ 126 || 134 |
| ‘ .

80 MHz i IC © 155 |
2
160 MHz =
o
1,000 mW Tx Power 250 mw w/6dBi 250mw w/6dBi 120, 124,128 g 1,000 mW EIRP
Indoor & Outdoor Indoor & Outdoor Indoor & Outdoor Devices Now O Indoor & Outdoor

No DFS needed DFS Required DFS Required Allowed No DFS needed
dddbloubllonad 165 was ISM, now UNII-3
DFS Channels

Image source: Keith R. Parsons, wlanpros.com



Channel Width

5 GHz Channel Allocations

2 2 g g g 2 2
Frequency (GHz) j =4 N < 9 N ~ ©
n n Ln wn n n Ln

TDWR

802.11 Allocations UNII-2¢ (Extended) UNII-3
o o o o o n n n n n
Center Frequency = S u . © ¥ ¥ 0o » 9
wn wn n n wn n wn n
20 MHz [136] [140] [144][149] [153][157]|[161][165]
40 MHz 134 || 142 |[ 151 |[ 159 |
80 MHz 42 1L 138 [ 155 ]
I
160 Mz 1 @ 160 MHz
UUVU OWe U W W/70QD U, ¥, O I,UUUIIIVVH

Indoor & Outdoor
DFS Required

Indoor & Outdoor
No DFS needed

Indoor & Outdoor
No DFS needed
165 was ISM, now UNII-3

Total available:
25 @ 20 MHz
12 @ 40 MHz

6 @ 80 MHz
2 @160 MHz

Image source: Keith R. Parsons, wlanpros.com



Metageek
INSSIDer

Tool for a quick Wi-Fi overview

metageek

SSIDer




Access Point
Featu reS Radio 1 Radio 2

Usually, 2 client-serving radios.

(And maybe a sensor.)

Radio 1

2.4 or 5 GHz 5 GHz
(Legacy) (Wi-Fi 6 Only)

OFDMA / Future




Maximizing Airtime



What is airtime?




Signal-to-Noise

Signal (dBm)
- Noise (dBm)

= SNR (dB)

Bigger is
better!




Metageek
Chanalyzer

Visual tool for spectrum analysis

metageek

analyzer




EFTECHEPRYTY I N I R MR I /ocilston Key

eoz 11b 20MHz  None MCS1 MCS1 MCS1 MCS1 None=Grey
802.11ag 20MHz  None MCS2 MCS2 MCS2 MCS2 MCS3 MCS 3
. 802.11n 20MHz  None MCS1 MCS1 MCS1 MCS1 MCS2 MCS2 QPSK=Orange
Tra ns I atl N g S N R 802.11n 40MHz  None None None None [N VCS1 |MCS1 MCS1  16-QAM = Yellow
802.11ac 20MHz ~ None |INIGSIDN INIGSIBNINIESEBE VMCS1 MCS1  MCS1 [MCS1 MCS2 MCS2
802.11ac 40MHz  None None None None [INISSISNINIGSENIEEE] VMCcS1  MCS1  MCS1
to M CS 802.11ac 80 MHz None None None None None None None [HiGSHIINGSENEEE

802.11ac 160 MHz None None None None None None None None None None

----- 802.11b

802 b 20MHz  MCS2 MCS3 MCS3 MCS3 MCS3
A 29 dB SNR ShOUId 802.11ag 20MHz ~ MCS4 Mcs4 MCS4 MCS4 MCSS MCSS MCs 5 IVIGSIEH IMESI8] MCS7  MCS 1- DQPSK
80211n 20MHz MCS3 MCS3 MCS3 MCS3 MCS4 MCS4 MCs4 [NiGSsl MCS 2 - DQPSK
. 802.11n 40MHz |MCS1 MCS2 MCS2 MCS3 MCS3 MCS3 MCS3 MCS 4 MCS 3 - DQPSK
aCh|eve MCS 8 802.11ac 20MHz ~ MCS3 MCS3 MCS3 MCS3 MCS4 MCS4 MCs4 [McsSEl
802.11ac 40MHz |MCS1 MCS2 MCS2 MCS3 MCS3 MCS3 MCS3
802.11ac 80MHz | MCS1 [MCS1 MCS1 MCS1 MCS2 MCS2 MCS3

802.11ac 160 MHz || ISION INISSIONINIESE) ViCS1 MCS1 MCS1 MCS1

EFTETPY T NN NN N N T 802.11a/g

80211b 20 MHz MCS3 MCS3 MC MCS3 MCS3 MCS3

802.11ag 20MHz ~ MCS7 MCS7 MCS 7 MCS 7 MCS7 MCS7 MCS7
802.11n 20MHz | MCS6 |[MCS6  MCSé [MCS6 MCS7 MCS7 MCS7 MCS 2 - QPSK

802.11n 40 MHz [IMCSBIIMCSS] MCS6 MCS6 MCS6 MCS6  MCS6 MCS 3 - QPSK

802.11ac 20MHz | MCSé|/MCS6 [MCS6 'MCSé MCS7 MCS7 MCS7 MCS 4 - 16-QAM
802.11ac 40 MHz [IVICSIBIIMIESIE MCS6  MCS6 |MCS6 | MCSé | MCSé MCS 5 - 16-QAM
802.11ac 80MHz  MCS4 MCS4 MCS4 [INVICSISHIMESEN MCSé | MCS 6

802.11ac 160 MHz ~MCS3 MCS3 MCS3 MCS4 MCS4 MCS4 [IMESEl MCS 7 - 64-QAM

[ 31 [ 32 [ 33 | 34 | 35 | 36 [ 37 [ 38 [ 39 | 40 | 802.11n
802.117b 20MHz ~ MCS3 MCS3 MCS3 MCS3 MCS3 MCS3 MCS3 MCS3 MCS3 MCS3

802.11ag 20MHz ~ MCS7 MCS7 MCS7 MCS7 MCS7 MCS7 MCS7 MCS7 MCS7 MCS7 | MCS1-QPSK
802.11n 20MHz ~ MCS7 MCS7 MCS7 MCS7 MCS7 MCS7 MCS7 MCS7 MCS7 MCS7  MCS2-QPSK
802.11n 40MHz  MCS7 MCS7 MCS7 MCS7 MCS7 MCS7 MCS7 MCS7 MCS7 MCS7  MCS 3-16-QAM
802.11ac 20 MHz  [IVICSI9Y MCS 4 - 16-QAM
802.11ac 40MHz  MCS7
802.11ac 80MHz  MCS7 MCS 6 - 64-QAM

Image source: Andrew von Nagy, revolutionwifi.net 802.11ac 160 MHz | MCS 6 MCS 7 - 64-QAM




Translating MCS
to Data Rates

A transmission at MCS 8 would

802.11ac - VHT MCS, SNR and RSSI
be a data rate of 86.7 Mbps.

e 20MHz BOMrz 160MHz

e | Modulation | Coding [ DataTate T win: Vin | roe Win. T -
[800ns [ #00ms | shr [300ns [ 2000 | snR SNR SNR
_

Your MCS changes continuously.

of ek | 2 65 72 2 & 15 15 79 293 325 8 76 585 6 11
— ——— —— e s Rl R e S o
2| orsk | w4 195 217 9 7 405 45 12 74 &8 75 15 71 755 195 18 48
3 |teoam |l 12 26 29 1 74 54 & 14 71 17 130 17 48 234 260 20 45
afteoam | w4 » 43 15 0 & 0 18 &7 1755 195 21 44 3B 20 24 4
5 Jesaam | 23 52 578 18 66 108 120 21 43 234 260 24 40 468 50 27 57
6 |esoam | w4 85 65 20 65 1215 135 23 62 2633 2925 26 59 5265 585 29 56
8 |2s60am | w4 78 || 867 | 53 3
[ ]

Image source: Keith R. Parsons, wlanpros.com



Constellation Maps
(BPSK, QPSK, 16QAM, and 64QAM)

More bits per
transmission,
but harder to hit.

Imaginary

Imaginary

Constellation Diagram

Constellation Diagram

e R A

---- “+  Received Signal
. Slgnal Constellation

Imaginary

“+  Received Signal

3 [P S— +  Signal Constellation

“+  Received Signal

Signal Constellation

o

Imaginary

Real

Constellation Diagram

Received Signal
Signal Constellation

0
Real




Spatial Streams &
MIMO

Adding extra radios to the
radio chain allows
transmission of multiple

radio signals at the same
time.

1x1 SISO 2x2 MIMO 3x3 MIMO

Transmitter Transmitter Transmitter
| Ii 7l [R5 £
1 | ‘\ /) BN £1\
! 7Y g4 [T Ot
| [»5%% r | | \\ i
/ |
: : % : | NN
1 I A | [ e L
1 I T [ 572N \
] b Gl I £ AN X
| | 8. Iy il e
Receiver Receiver Receiver

How to read a spec sheet:

[Transmitters] x [Receivers] : [Unique Streams]
E.g. 2x2:2, 3x3:2, 4x4:4....



Translating MCS
to Data Rates

A transmission at MCS 8 would

802.11ac - VHT MCS, SNR and RSS|

be a data rate of 86.7 Mbps.
i
MCS Modulation | Coding Data | Data Rate | w Min.

mm SNR [550ns [ 400 | snR

Your MCS changes continuously. - L —— R—
1 QPSK 1/2 13 144 5 -79 27 30 8 76 585 65 11 -73 117 130 14 -70
2 QPSK 3/4 195 217 9 77 40.5 45 12 -74 878 975 15 -71 1755 195 18 48
3 16-QAM 1/2 26 289 1 74 54 60 14 71 117 130 17 -68 234 260 20 45
4 16-QAM 3/4 39 433 15 -70 81 90 18 67 1755 195 21 54 351 3% 24 61
5 64-QAM 2/3 52 578 18 -66 108 120 21 -63 234 260 24 50 468 520 27 -57
6 64-QAM 3/4 58.5 &5 20 65 1215 135 23 62 2633 2925 26 -59 5265 585 29 -56
8 256-QAM 3/4 78 86.7 29 -59 162 180 32 -56 351 390 35 -53 38

Image source: Keith R. Parsons, wlanpros.com



TranS|ating MCS 802.11ac - VHT MCS, SNR and RSS!

_E!_
to Data Rates T [ L B [ L] e o [
m SNR | 400ns | SNR SNR SNR
_
65 72 2 82 135 15 79 293 325 8 76 585 6 11 73
1 opsx 1/2 13 144 5 79 27 30 s 767 585 | 65 | 11| 73 INA70 1307 A4 E70
2 | QPSK 34 195 217 9 77 405 45 12 74 878 975 15 71 1755 195 18 48
Bo-th -the access pOIn-t and 3  16QAM 12 26 289 11 74 54 60 14 71 117 130 17 48 234 260 20 45
4 16QAM 34 39 433 15 70 81 90 18 67 1755 195 21 64 351 390 41
5 | 64QAM 23 52 578 18 66 108 120 21 234 260 24 40 468 520 57
Cllen-t |n -thls example 6 | 640AM | 3/4 585 65 20 65 1215 135 23 62 2633 2925 26 59 5265 56
7 | 64QAM | 5/6 65 722 25 64 135 150 28 41 2925 325 31 58 585 55
8 2560AM 34 59 32 390 35 53 702 50
- AL A A O ¥, Rl B

have 2 spatial streams.
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Image source: Keith R. Parsons, wlanpros.com



Minimum Basic
Data Rate

If your design can guarantee an
SNR & data rate, you can set a
minimum data rate.

Why? This prevents slow clients

from monopolizing airtime.

Also, Disabling 1, 2, 5.5, and 11
Mbps data rates blocks legacy
802.11b clients.




Dynamic Rate Selection & Minimum Basic Data Rates

12 Mbps




Management Frames & Overhead

Retransmissions (from packet loss)
Acknowledgements (instead of Block Ack)
RTS and CTS (802.11b clients)

Beacons (due to # of SSIDs)

Probes (clients in crisis)

Broadcast & multicast packets

Etc...



Improving
Available Airtime

Less noise + higher signal
Higher SNR / MCS rates, & less retries

More spatial streams
Required higher end devices

Wider channels
Less total channels

Reduce overhead
Client compatibility

= More available airtime




Metageek
Eye PA.

Visual tool for airtime analysis and
packet capture of Wi-Fi traffic.

metageek

EyeP.A.




Airtime breaking point

2100%
K] et [ ACO e o o o Generated Traffic j o ®
S 90% ®
1]
o ——g=— N AC1
6 80% 80-90% Data Applications
% S —T ) (Best Effort) (TCP vs. UDP)
2 70%
o e [ AC3
= 60%
e
= 2
50% 5 50% Mixed Applications
3 (Data & Voice)
40% a _ o
l I o 35% Voice Applications
30% .y % (High Density of Voice Clients)
@,
1 I 1. :
i i 1e iR
o
10% U il >
Q
ALLLLARLEREELE | il :
6 11 16 6 1

21 2
Number of Stations (3% Utilization Each)



e Hardware factors:

o Wi-Fi standard
FaCtOrS Of o Spatial streams

airtime usage

e Environmental factors:
o Existing utilization
o Signal-to-Noise
o Data rate




Real Life Client Capabilities

CLIENTS

@ 2.4 GHz 323 (6%)

From 05/01/2019 20:12:11 to 05/02/2019 20:12:11 Where's My Data?
@ 5GHz 4902 (94%) L

4902

N 5 GHz (94%)
MAXIMUM CLIENT CAPABILITIES
Supported Channels
= 136 40 44 48 ‘f_iz 56 60 64‘}—} 100 104 108 112 116 120 124 128 132 136 140 1:49153 157 161 165 ©
ke 144 n
z 13 3 iz z
1 2 3 4 5 6 7 8 9 10 11 12 13 141 168 72 76 80 84 88 92 96 I 169 173 177 181
1-14 UNII-1 UNII-2 UNII-2-EXTENDED UNII-3
Supported Bandwidth Spatial Stream Technology Max Tx Power
I - 1
2> Y 2 N < -
| — N A \\Q \\‘OQ \\(\ \‘OQ \\fb \,\'b
20 40 80 80+80 160 Ix1:1 2X2:2 3x3:3 4x4:4 N - )
(T ™ ) O 0O n @& M D6 0D ® O @ C 0 dBm 30 dBm

MU-MIMO Capable S t (A WMM Support

No: 0

®
w
[ ]

Yes: 59 No: 2902 Yes: 0 No: 0 Yes: 2910 No: 51 Yes: 0 No: 0 Yes:




Real Life Channel Statistics

CHANNEL USAGE 453.76M samples collected (all channels)

Used Channels

5 36 2 u
z z z 161 165
- ]32]36140 149153
wwoenznezze e g (il W
1-14 UNII-2-EXTENDED UNII-3
Linear | Logarithmic CHANNEL 36
SNR (69.62M samples collected) RSSI (69.62M samples collected) Noise (69.62M samples collected)
oM 39.9% aom 7m 98.8%
46.7%
30M
v S50M v
20:M 26:8% o 32.8% s s
S 2 2
2 20M 5 £
5
14.1% £ £ 25M £
oM = oM 13.8%
6.9%
5.4% 3.8%
3.9% 2.4%
2.8% 0.5% I <1 < <1 2% <1 <l o<l <l <l
= N . n - 0 T = 0 =
0 2s' g ' 2' g g g g g w9 w g w g g ' g
° 0 o 0 I~ e g =Y T 2 ) ¥ i bi » o % T 9 7 T ) =R
Yo s ¢ g8 s ¢ % v 2 g 2 2 g2 g =& v 2 g2 2 g2 2 2 =«
g 2 % 22 i i o o [ o o o < [} < o = o
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Data Rates & Retries
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- 3
f 2




Real Life Client Stats

MOST USAGE AGGREGATE VIEW

Selected Time | Most Time Spent | Most Usage Aggregate View v
Total Usage 1066 GB
Last Connected 05/02/2019 14:14:54

99*

AH-MS156

Most data sent and received

CLIENT HEALTH

CLIENT RADIO INFO

NETWORK

AUTHENTICATION

Total Connected Time
Average RsSI 7
Average SNR 7%

WiFi Health 7

Application Health

Supported Mode 7
b Ma g 1ing

Spatial Streams

4 HRS 41 MINS
-59 dBm
35dB

61
93

1ina 1Mac 1lax

123 4

Max Negotiated MCS Rate  173.33 Mbps

Tx Speed

83
156.00 Mbis
(83% Success Rate)

Channel
Channel Width

Radio Profile

IPv4 Address

IPv6 Address

Network Policy
ssiD
VLAN

User Profile

Method

Captive Web Portal

Rx Speed

"

|

3%
156.00 Mbis
(78% Success Rate)
161
20 MHz

WWCS-v2-SD-11ac-20-NoDFS

10.80.170.159

WWCS2
WW-Managed-PSK
122

PSK-MultiDev-Students-Trusted

WPA2-PSK

Unused

Average RSSI /%

Compare to devices on Middle School->MS-

A

i~ =19 —I8 =67 =61 55 .-49.-

Average SNR %

Compare to devices on Middle School->MS-

FL
1
38 47 57

H7 2 1 20 29 66

WiFi Health 7%

Compare to devices on Middle School->MS-

.

-2 18 37 56 76 95 114 134 1.

Supported Mode »

Compare to devices on Middle School->MS-
1FL




Heading back to
the capacity
planner...



1 Provide airtime.

Goals ] Provide coverage.

[ ] ... but not too much.




Access Point Placement




Channel Assignments - 2 per AP

B
-

-
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Dual 5 GHz AP
Channel Pairings

Combining non-DFS and
DFS channels on a single
access point to reduce
impact of DFS event.

Best practice: 80-100
MHz separation between
both channels.

Doutn ruyer ovy

EXECUTIVE CENTER

>
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Ranges

Association Range:

° Controlled by minimum basic data rate
° Forces clients closer to AP

Slgnal Range (Signal Detect):
If the device can decode, it must defer
Requires at least 4 dB SNR
Preamble sent at a much lower data rate: 1
Mbps (2.4 GHz) / 6 Mbps (5 GHz)
Receive sensitivity of devices vary. APs are
very sensitive.

Energy Detect: Not to scale.
° Mechanism for detecting any kind of
transmission (non-Wi-Fi interference)
Requires a high bar: Signal Detect + 20 dB



Transmit Power - Overpowered AP




Transmit Power - Matched




You can't control
the client.



Placing Access Points

e Place enough radios (access points) to meet your requirements in
coverage and the necessary airtime for your usage, but don't go overboard.

e Walls and barriers are good. Use them to constrain the signal range so you
can reuse a channel sooner.

e Big open spaces (and hallways) are not ideal. Multiple APs in the same
area, on the same channel, share airtime.

e Using external antennas allows you to direct your signal range where you
need it, but more importantly, to exclude it from going where you don't.



I a m O ra h @ Kalahari Convention Centerssprj - TamoGraph Site Survey
Project Survey RF Planner View Settings Help
3 [ " LIS [ .
| Take hoto

D & 13 8 4 2 @,
New Oper start Continuous | Point-by-Point GPS | Calibrate | RF Planner | AP Names elected APs All APs | Generate Report

& APSS0 v X Brick Wall 25 cm (10%) v [ Elevator Shaft ~ [ Coverage and Deployment Area . S lization quality: | Good .

.
&
Select
= ET g ‘zsn oo pro P o B B 70 [0 [0 [s00 [0 20 oo 510 20 [s30
. - o

Two main functions:

1. Estimate
coverage and
data rates.

2. Validate actual - LS

EXECUTIVE CINTE
coverage and od g
performance.

3
a
3
3
=
~
g
73
£

Foyer 3000 sq

>

5008} wny

NNN om F
1068462787511t + Zoom96% ~ | 1) Scanning: Off

® No compatible adapter found for passive surveys.




1 Provide airtime.

Goals "1 Provide coverage.

[ ] ... but not too much.




Reality Check

If you have a takeaway, this is it.




It's easy to
believe installing
APs everywhere
will solve your
problems.



Remember:
Airtime Is per
channel, not per
access point.



You only have so
many channels &
you can't beat
physics.

Spectrum is a natural resource, remember?



Wi-Fi is a delicate
balance and
requires planning.



1 Provide airtime.

Goals "1 Provide coverage.

] ... but not too much.




Some Practical Advice

Don't do any of this without plenty of testing!




Power over Make sure you have
Fthernet enough available PoE

budget on your switches
before you replace APs!




User Type Description

Guests Simple PSK. Captive portal with name / email entry.
Times out after 12 hours.

Managed & | RADIUS server authenticating against Active Directory
BYOD Managed: Windows devices authenticate with computer object
BYOD: User authentication on personal devices

PSK Managed Long complex PSKs deployed with MDM (Chromebooks) to many
(Multi Device) systems.

PSK Managed & | Simple PSKs assigned to a single device, usually standalone
(Single Device) Qg=2go]p] devices with no MDM.




User Profiles / Firewalls

Guest BYOD Managed
Firewall - No discovery protocols No discovery protocols No discovery protocols
From Device | No IPv6 No IPv6 No IPv6
No local subnet Select local servers only ~ Server subnets only
No VPN apps No VPN apps No VPN apps
All ports to internet All ports to internet
Firewall - None None _
To Device
QoS 10 Mbps 30 Mbps (Staff) 50 Mbps
Priority 5 10 Mbps (Students) Priority 15
Priority 10




Traffic Filters / Firewall Rules

Broadcast: Drop

Multicast: Drop (if possible) or convert to unicast

Interstation traffic: Disabled



VLANSs and Subnets

Best practice: VLANS:

<1 Vi r n
000 devices per subnet e Managed or BYOD

Device C . o  Staff or Student
evice Counts: [Campus] (combine if possible)

Staff/HS/MS: 2 BYOD, 1 Managed o [Floor] (if needed)
All Others: 1 BYOD, 1 Managed o Guest



Radio Settings

Radios (Both): Data Rates:
e Channel width: 20 MHz e 802.11a:
e TXPower: Auto (13 dB max) o Basic: 24 Mbps
e Channel: Auto o  Optional: 36, 48, 54 Mbps
e Client TX power control (802.11h): Enable * 802.11n/ac (MCS rates): Enabled
Weak SNR :10dB
° eak SNR Suppress: 10 d Other Enabled Settings:
Radio 1: 5 GHz (No DFS channels) e 802.11k - Radio Resource Management

Radio 2: 5 GHz (All channels) e 802.11v-BSS Transition Management



Other Tools

Built-in Packet Capture: Some Wi-Fi APs offer Netbeez: Sensors that live in important spaces

capturing packets into Wireshark over the and continuously test that the network is

network! working.

Netscout AirCheck G2: Handheld Wi-Fi tester, Ekahau Sidekick & Site Survey: Top of the line

great for technicians. hardware and software for designing Wi-Fi
networks.

Nuts About Nets RF Explorer: Handheld
spectrum analyzer. And all the stuff I've already shown...






