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Architecture and Deployment
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FortiNAC Configuration

Comprehensive Network Security

Visibility
o\ » Discover all endpoints, IoT devices, users, and applications
* Inputs from RADIUS, CLI, SNMP, syslog, MDM, DHCP, LDAP

e Can interact more than 2,300 network devices

» Multi-vendor wired and wireless Connectivity
* Inputs from virtually all vendors and models

« |dentify and profile every endpoint
« Enables policy rules created by granular device type
« Extends vulnerability and patch management to non FortiClient users

» Leverages FortiGate for passive identification via traffic scanning

 Self-registration to simplify guest management
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Visibility: Agentless Data Collection

Information Gathered from Multiple Sources

Protocols:

SNMP CLI RADIUS Syslog
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Providing Endpoint Visibility

* Who: User
» Current logged on user ity
« Owner: BYOD, guest, contractor
» What: Host/device
* Network adapter
» Physical and IP address i» @ Ay
* Media type - R A
+ Vendor B EL N TN N
- Host name [ <

- Operating system =
« Applications

 Where: Location

 When: Connection times @
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Enhanced Visibility

Endpoint Identification

Corporate Devices

Internet of Things

Operational Technologies

F:=RTINET

Device

Classification

= Automatic or manual
> Sponsor notification

= Device type

= Confirm on connect

= Disable if confirmation

fails

18 Profiling Methods
= More methods = Higher
Trust

General IHEHEH

[] Active

[ ] DHCP Fingerprinting
[ JHTTRMHTTPS
[]IP Range

[ ] Location

[] Passive

[] Persistent Agent
[] gaMmP

[]asH

OTceP

[] Telnet

[JuppP

[] vendor oul

] winRM

[] Wi Profile

[] Metwork Traffic
[] FortiGate

] ONVIF




MDM Integration

Synchronize FortiNAC with an MDM

* Retrieve MDM known hosts
» Receive MDM host updates

Mobile device and user association

Apply security policies

MDM host view data columns

+|Expand All ||— Collapse All ‘Eg Flat View

Modify MDM Service

MDM Vendor: | Fortinet EMS v

Name: _FortiNAC EMS Server Integration
Request URL: |https:/ifortinac-ems

User ID: [inifiker

Password:  hi03825!

|#| Enable On Demand Registration

|| Revalidate Health Status on Connect
¥/ Remove Hosts Deleted from MDM Server
|_| Enable Application Updating

|#| Enable Automatic Registration Polling |1 Hours v

OK

OO0000 0O OO

Cancel

+ - Authentication
+) g Control
+| g Identification

- 4Gk Network Device

+ - ¥ Persistent Agent

+ - % Reports

+ - ¥ Security

= % System Communication
..... b Email Settings

..... b Firewall Tags

----- G Fortinet FSSO Settings

..... G Log Receivers

..... 3 MDM Services /
..... 4} Mobile Providers

..... G} Patch Management

..... I Proxy Settings

..... 4} Syslog Files

..... b Security Event Parsers
..... 4 Trap MIB Files

----- G Vulnerability Scanners
+| ¥ System Management

¥ - ¥y Updates
-:I- - ¥ UserHost Management

/ FPassword:

F:=RTINET

Add MDM Service

MDM Vendor: | Microzoft InTune v

Mame: Air Watch
Request URL:

Fortinet EM3
User ID:

Google GSuite

|dentifier: MaaS360

|#*| Remove Ho
|| Enable App

|#| Enable Autg

Muobile Iron

Mozomi

XenMobile

|« Enable On
mR:EEGE Microsoft InTune onnect

W Server

lling
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FortiNAC

Comprehensive Network Security

Control
« Automated authentication and authorization
+ Detailed user and device profiles enable automated entry to network

« Evaluate role, location, time of day, and device metrics for decisions

« Dynamic network access control
* Adjust device access to assets based on changes in activity or profile

» Enable network micro-segmentation
» Granular device identification enables thinly sliced networks

» Devices have limited access to prevent east-west infection

© Fortinet Inc. All Rights Reserved
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Control: Dynamic Network Access

ASSIgn

NetWoerkiACGCESS

Unrestricted
Access

Id en_tlfy Restricted
[DEVIGe Access
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User, @ A

Access

Guest
Access
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Pre-Connect Host Evaluation and Onboarding

* Device isolation
Connectin
 Unknown devices can be isolated Endpoint

» Devices that fail posture evaluation can
be isolated

» Devices that are administratively denied
access can be isolated

Granted
Access

Isolated
Access

« Onboarding
« User authentication
* Posture evaluation

» Customized portal Personal / Guest Contractor

F:=RTINET © Fortinet Inc. All Rights Reserved. 11



Policy
Engine

Post Connect Control

Connecting

Endpoint

» The FortiNAC policy engine
continuously evaluates endpoints

Granted
Access

Isolated
Access

« Security policies can:

+ Use who, what, where, and when
information to dynamically provision the
appropriate access

* Validate endpoint security posture and Production
isolate if necessary

© Fortinet Inc. All Rights Reserved
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Profiles

» Connected and connecting hosts are

continuously evaluated against user/host
profiles keying on:

 Where
* Who
 What
* When

» User/host profiles are components of

security policies

Add Network Access Policy

Mame:

User/Host Profile:

Network Access Configuration: [ Contractor Production - Wired VLAN ~ | B

MNote:

|Contra|:10r Access - Wired

[ Contractor Production - Wired  ~| [ [

Provisions sll contractors to the

via & wired interface

QK

Name: Contractor Production - Wired
Chicago Wired Ports
Where
(Location):
P
Any
Who/What by
Group:
e
Host [Role: Contractor]
WhofWhat by
Aftribute:
1 3
<] _ —
- When: Specify Time ¥ || Edit Time
M, Tu, W, Th,F 8:00 AM - 6:00 PM
Contractor access on wired ports in Chicago
Note: facility. Allows access weekdays Sam-&pm only.

Select...

Select...

Add
Modify
Delete

| Cancel

F:=RTINET
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Logical Networks

Logical network segmentation for access policies

Centralized device configurations

 Device-specific network access values per logical network Logical networks are an
) _ _ _ abstraction layer between
» Associates configuration to device(s) £ LS GIEE FEIE ST
a defined access value

Globalization — Network control manager

Logical Network: Printer

Each logical network can

be defined for each Access Access Access Access
device Configuration Configuration Configuration Configuration

=RTINET Fortinet Inc. All Rights Reserved
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FortiNAC

Comprehensive Network Security

Automated Response
* Bridge the SOC and NOC

« Security events move from detection to remediation immediately

» Rapid security event triage
« Automated rules can respond in seconds to bad behavior
« Anomaly detection of behavioral changes in communication patterns

» Accelerate threat investigations

» Device history compiled from multiple sources is instantly available

« Granular containment options

» For example, quarantine or internet-only connectivity

F:RTINET © Fortinet Inc. All Ri
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Security Automation and Orchestration

Sbmc Remedy

z
5 splunk>
F::RTINET
N NOZOM

a

TRUSTED

TRUSTED
g © Fortinet Inc. All Rights Reserved 16
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Advance Policies with Trust/Risk Indicators

Lightspeed
Systems

-

Maa$360" »
by Fiberfink ZENPRISE

Absohse SOPHOS

Software

airwatch’ Mot{ile Iron

Ny . INDICATORS OF
TRUST
WAVC afpzriicys
McAfee
% Bit9

B® Microsoft

\/Symantec.

ZERTINET

FERTINET

)
<O FireEye

&) Check Point

paloalto

SOURCEf ¢

INDICATORS OF

RISK
McAfee

\/Symantec,.

ArcSlgn'rg
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Alert and Contextual Information

Security Alert Host Information User Information

(o)

TRUSTED TRUSTED
Field Value 3
Field Value Field Value
Vendor Fortinet
Host Name Johns PC First Name John
Type Threat
Operating Windows 10 Last Name Doe
Sub Type Virus System
Adapter 00:01:02:04:04:05 Role Contractor
Threat ID 32423 Physical
Address - -
— Email doe@example.
DI HTTP non RFC- IP Address 192.168.102.53 com
compliant
response found
Location Switch-2 Port 8 Phone 603 717-XXXX
Severity Critical
IP Address 192.168.1.100 Role Engineering
IP Address 192.168.102.53 Contractor

<:RATINET
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Security Rules

» Ranked security rules process incoming security alerts
« User and end station information is correlated with the security event information

« Workflows including notification and containment actions can be automated

Add Security Rule x
Rule Enabled (7]
MName: |Cnrpurale Code Red | Q
Trigger [ Code Red Threat | [d [=] (7]
User/Host Profile: | Match v | [ Corporate Asset v | [ ] (%]
Action: [Automatic | [ Code Red Response ~| [ [« (7]
Send Email when Rule is Matched (7]

Admin Group: | HelpDesk ]
[[] 5end Email when Action is Taken (7]

Admin Group: | All Management Group

Ok | Cancel |

F:=RTINET © Fortinet Inc. All Rights Reserved



Management, Reporting, & Incident handling

FortiNAC-VM-CA * Dashboard

Bookmarks v Usersw  Hostsv  NeworkDecesw  Logsv  Policyw  Systemw  Helpw
sdaanel
Summary. Retesr:[Maral | @=X | Nework Device Summary. Reresh: [Manual || @)X Performance: Retesr: [Manal o @ =X
fortACCA Device Tl Operatng  Ermor R ot | CPU Ui
Hostiame nsccemo radorcnetworcs.com Router E ER L — —
sts Running Saner s @ u ' vemory 7608 1960 7%
Procuct FoftiAc-CA swen s mom e Swap o 3 o
ersion o7 Wirloss Aceess Point e @rm o vemonsswap 1608 1908 =
Poplance FnCHCA Pots s [ ores 1300 ok s4co 89368 [
Fmuare 650318
T e ) wo7ve e @B
Ucense ormatr: e [l 7] _
- fe  Onine  Ofite  Secymsummay st [ S BEIX
Tipe Total mUse  Abe  %Used Enabed  Emabed  Disables  Disabed
Concurrent Licenses. o000 733 2ene  [EEEEIT]  vReosteredHosisota) 10125 640 %65 0 o [imePerod[Last [v[7 __J[Dars v
Sseamentcats 025 6460 %66 0 o vow [
ams sen [ TS| BOE [ e
- AlRisk o 0 ) ) 0 “Total Securty Events o 9
setrer P
o A — o o o o 3 Secuty Events wih Known Hosts o o
W G180 65T ANEST  AdinUsrLognFore ForiaC -ARsNotn 0 0 o o o Secuty Eventswith Unnown Hosts o °
v comorstUEST L2 Poaka woaTALABESOLSt ~PendngRskENGLA 0 0 o o 3 Secuty Events Useatorlarms o o
¥ CIOROLSIPUEST L2k uszosEE | Umsgstesakoss  s12 sie 25 0 o Securty s Ganerated o °
¥ oiOzotStPUEST L2 olfaied vesusAtuBanio
2 i Prone 1 aus Hosts Gensrstng Secury s
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FortiNAC Management

Active Dashboard

Bookmarks v Users + Hosts + MNetwork Devices » Logs = Policy + System v Help
Add Panel
Summary: Retresh: [Manual || &=/ Network Device Summary: Retresh: | Manual || 2 =IX  Peformance Refiesn: [ Manual [~ =X
FortiNAC-CA Device Total Operating Error Software | CPU Usage
Host Name fnacdemo.bradfordnetworks.com Router 389 B 378 " Total Tt % Used
Status Running Server 15 [ 14 1 Memory 76GB 19GB 75%
Product FortiNAC-CA Switch 989 o 977 B 12 Swap 0 0 0%
Version a7 Wireless Access Point 7320 &5 7320 o Memory+Swap 76CB 1.9GB B
Appliance FNCMCA Ports 32684 ) 31384 1300 Disk (/) 99,468 89368 [ —
Firmware 650316 Disk (fboot) 5087 UB 3531 WE Bom
EEE Host Summary Refrasn: [ Manual [+ &=X . -
License Information Refresh: | M | = i i i =11
= anual |~ Type Total Online Offline ‘Online Offline Security Summary: Remesn: | Manual || @@ =%
Type Total In Use Available % Used Enabled Enabled Disabled Disabled
Concurrent Licenses 10000 7336 2664 B |  ~Reaistered Hosts fotal) 10126 6480 3666 o 0 TimePeriod:[Last  [V][7  [[pas [v
- SafedAuthenticated 10126 640 3866 0 0 Alarms || Events
Alarms: Refresn: [Manual [+ | @=/X
= - At Risk 0 0 0 1] 0 Total Security Events 0 [7]
Latest Alarm Statistics | Charts -Pending at Risk 0 0 ) ) 0 Security Events Discarded 0 @
Setbiter e - Not Authenticated 0 0 0 a 0 Security Events with Known Hosts 0 [7]
Date Alarm Element
% 01/16/20 08:37 AMEST  Admin User Login Failure FortiNAC ~ - A RiskaNot Auth 0 0 o o 0 Security Events with Unknown Hosts 0 Q
¥ 01/10/20 01:51 PMEST L2 Poll Failed M7 ANTALYA393250Ls( - Pending Risk&Not Auth 0 0 0 0 0 Security Events Used for Alarms 0 (7]
® 0171020 01:51 PWEST L2 Poll Failed MSZ4BMARTMLN438SVN Unregisterad Hosts 673 648 25 0 0 Security Alarms Generated 0 Q
¥ 01/10/20 01:51 PMEST L2 Poll Failed ME4USAK1094VNID1
olFal 3 IP Phones 1058 862 186 0 0 Unique Hosts Generaling Security Alarms 0 [7]
¥ 0111020 01:51 PM EST L2 Poll Failed MOTKRKTLYAS04250Lr0
W 01/10/20 01:51 PW EST L2 Poll Failed T34MSLKMCRE207S0Lr0 Total 11857 7970 3887 a 0 Security Alarms with Actions Not Taken o [7]
¥ 01/10/20 01:51 PM EST L2 Poll Failed M39LULEBUR1191WNr01 = Security Alarms with Actions Taken 0
® 01110200151 PHEST L2 qu F:\eﬂ T1BPDYMPRK53D3SOrLrD MBI Refest:[Marual ] BS v &
4 v Type Total Enabled Disabled Security Alarms with Actions Taken and Undone 0 Q
Details Acknowledge Clear User Registrations a0 .«‘ 10 X 0 Hosts Isolated 0 (7]
Hosts Remediated a [7]
Persistent Agent Summary’ Refiesn: [Manual [+ =X
Version Total Windows Mac-08-X Linux (x86_64)

F:=RTINET © Fortinet Inc. All Rights Reserved



FortiNAC Management

Easy to Navigate Settings

ammn
wmw FoOrtiNAC-VM-CA * Settings

XSG | . | Log Out

ﬂ Metwork Device

- [% Persistent Agent

- k% Reports

- ¥ Security

- k¥ System Communication

- ¥ System Management
- k% Updates
- ¥ User/Host Management

+
+
+
+
+
*
"

Bookmarks < Users« Hostsw MNetwork Devices + Logsw Policy - System w Help+
+ Expand All | —|Collzpseall == Flatview| | Authentication
+--@Aulhenﬁcaﬁon Google
';""@Cﬂntml Use Google to configure the connection to authenticate using a Google account. See
+ . [ Identification LDAP

Use LDAP to configure the connection to one or more authentication directories. Data from the Directory populates the FortinAC database with
demographic data for registered users.

RADIUS
Use RADIUS to configure the connection to ane or more RADIUS servers for authentication.

Roaming Guests

Use Roaming Guests to configure a list of local domains for your local network users. Users who connect and attempt to authenticate with a fully
qualified domain name thatis not on this list are treated as Roaming Guests. Applies only to wireless 802.1x connections.

F:=RTINET
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FortiNAC Management

Easy Network Access Policy Management

umep FOrtiNAC-VM-CA * Network Access Policies

IS |LogOut

User/Host Profiles

(=] Portal
Configuration

(=) Authentication
Configuration
Configuration
Logical Metworks

[=] Endpoint Compliance
Configuration
Scans

(=] Supplicant EasyConnect
Configuration

[=] Security Rules
Triggers

Actions

4« Bookmarks~

Users+ Hosts»

Network Devices + Logsw

Policy - System

Metwork Access Policies - Total: 11
Rank: (# ¥

Enable

Rank Enabled Mame Metwork Access Configuration UserHost Profile
1 o Corporate Corporate Config Facilities Device Profile
2 o BYOD BYOD Canfig BYOD Profile
3 o Guest Guest Config Guest Profile
4 o Printer Printer Config Printer Profile
5 o Camera Camera Config Camera Profile
6 o UPs UPSE Config UPS Profile
7 o ﬁgig"mp“‘er NAC  HR Canfig HR Profile
8 o Isolate Isolate Config Isolate Profile
9 o Faciliies Facilities Config Facilities Profile
10 o Contractor Confractor Contractor
11 o Ticketing Ticketing Ticketing

© Fortinet Inc. All Rights Reserved
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Management, Reporting, & Incident handling

Database Views — Search & Filter & Export

FortiNAC-VM-CA * Adapter View

« Usersw  Hostsw  NetworkDevicesw  logsv  Policys  Systemw  Help~
Adapters - Displayed: 8105 Total: 12335
HostView Edit [Online Hosts I+
UserView 12)2lla] sl az][e] 8] nen siz== [T000]2] Shared Filters ~
Application View Status Host Status IP Address Physical Address Location Vendor Name Connected Access Value Host Created Operating System HostName 5M-4190 3 @
] ] 102126142 O0EOOD:E4EBTI  M31YSEHIR302250Ls01 Fadi4 RADIANT SYSTEMS [ 1 0713118 07:43 PM EDT cd  5H-4196 X ~
= o) 102126132 00034F074C42  M31YSEHIR3022S0Ls01 Fa0i23 Sur-Gard Security ] 1 07107118 05:20 PM EDT Alg  SMOSKPNKRRNS528 e %
IP Phone BYOD [ER
AudioCodes Cash Registers (=R .3
B [E 102412122 00908F33B4EQ  M3I1VSEHIR302250Ls01 Fa0i2d AUDIO CODES LTD. ] 1 0710718 04:40 PMEDT  embeddedlApple Vol Corporate Managed Ex
embedded/HP Guest Ex
embedded =
= $ 102126143 O0EQOD:ESTOA49  M31YSEHIR302280Ls01 Fadi 18 RADIANT SYSTEMS ] 1 071319 07:36 PM EDT ca Huawel X
B o 10.21.26.50 C2CBBE9EN42  M3ITYSEHIR302280Ls01 Fa0i1? Hewlett Packard ] 1 07107119 04:57 PM EDT T [P Phone %
[ B 1024121214  CCEF48A27F3A  W31YSEHIR302250Ls01 Fa0i17 Cisco Systems, Inc " 1 071319 07:05 PM EDT |p| 107ASHISARS930 ler %
h ’7 10.21.26.88 00:1F:43:00:23:D3 M31YSEHIR3022S0Ls01 FaDi6 ENTES ELEKTRONIK M 1 07/07/19 04:58 PM EDT El W-Rouge = X
h é 1021.26.135 7C1EB3:00:92:CB M31YSEHIR3022S0Ls01 Fa0i13 2N TELEKOMUNIKACE as. M 1 07/07/19 05:26 PM EDT Ra MOBKASMIRCE194 L‘ X
h =7} 1021263 18:66:DA'3C:81:5A4 M31YSEHIR302280Ls01 Fa0i11 Dell Inc. M 1 07/07/19 04:35 PM EDT Mi MOBKLVANKR5202 g‘ X
h E 10.21.26.60 08:00:37:FE:D2:64 M31YSEHIR302280L501 Fa0/9 FUJI-XEROX CO. LTD, M 1 07/07/19 04:47 PM EDT Pri MOBKONUTKE2076 &‘ X
w g 10.21.26.59 9C:934E:24:17.CA M31YSEHIR302250Ls01 Fa0/g Xerox Corporation L 1 07/07/19 05:10 PM EDT Pri MOBKUCUKES0390 ‘: X v
w @ 102126141 00:E0:0D:E5:36:3C M31YSEHIR302250Ls01 Fa0im RADIANT SYSTEMS M 1 0713119 07:26 PM EDT Cash Register
IP Phone
AudioCodes
w ’7 10241217 242 00:90:8F:33:55:DD M34CAFRAGA329650Ls01 17 AUDIO CODES LTD. L 1 07/01/19 09:43 AM EDT  embedded|Apple VoiceGateway
embedded/HP
embedded
m =] 1021620286  00-1F430049DF  M34GAFRAGA329650Ls01 15 ENTES ELEKTRONIK " 1 07/09/19 05:53 PM EDT S;’;‘:gz;ﬂp’” Electiic-Metering
= = 10216.20285  00A7FC3DEF2A  M34CAFRAGA329650Ls01 13 Suprema Inc. ] 1 07107119 05:40 PM EDT ParmakOkuyucu
= o 10216.202132  00.034F08:31F8  M34CAFRAGA329650Ls02 Fali18 Sur-Gard Security ] 1 07107118 04:39 PM EDT Alarm System
h g 10.216.202 60 00:26:73:FOF2:1C M34CAFRAGA3296S0Ls02 Fabi17 RICOH COMPANYLTD. M 1 07/01/19 10:19 AM EDT Printer
h CE 102162023 F8:BC:12:65:66:AE M34CAFRAGA3296S0Ls02 Fabi12 Dell Inc. M 1 07/07/19 04:47 PM EDT Migros-MTX-Kasa-SRV
h @ 10216202141 00:E0:0D:E5:C2:87 M34CAFRAGA3296S0Ls02 Fali11 RADIANT SYSTEMS M 1 071319 07:19 PM EDT Cash Register
w @ 10216202143 00:E0:0D:E4:3F3D M34CAFRAGA329650Ls02 Fani10 RADIANT SYSTEMS L 1 071319 07:43PM EDT Cash Register
w 8 10.216.202.142 00:E0.0OD:E4:94FB M34CAFRAGA329650L502 Fa0/i9 RADIANT SYSTEMS L 1 07M13/19 07:46 PM EDT Cash Register
= & 10216202135  7CAEB30006F2  M34CAFRAGA3208S0Ls02 Fadi7 2N TELEKOMUNIKACE a5, M 1 07108118 10:20 AW EDT Radyo
B o 10216.20250  CBCBBE19:31:0C  M34CAFRAGA320630Ls02 Falis Hewlett Packard ] 1 07101118 09:11 AMEDT ThinClient Branches-Migros
= B 10241217263 CCEFA8A26CTD  M34CAFRAGA320050Ls02 Falis Clsco Systems, Inc ] 1 0711319 07:18 PM EDT IP Phone
= = 1021.26.85 00:A7FC2DEF4  M31YSEHIR302280Ls01 Fa0i19 Suprema Inc. ] 1 07109119 05:55 PM EDT ParmakOkuyucu
= $ 102010142 O0EQOD:ESDBEE  MSZ3SRLASKEL454350Ls013 RADIANT SYSTEMS ] 1 07720119 01:28 PM EDT Cash Register
h s“B 10.20.10.143 00:E0:OD:E5:DB:9B  MSZ35RLASKEL4543S0Ls012 RADIANT SYSTEMS M 1 07/20/19 01:28 PM EDT Cash Register
h s’s 101.39.144 00:E0:0D:E5:89:D4 M34KADIKOY0564VNs01 Fa0/4 RADIANT SYSTEMS M 1 07/20/19 01:28 PM EDT Cash Register
h s’s 10.1.39.145 00:E0:0D:E5:89:7A M34KADIKOY0564VNs01 Fa0/2 RADIANT SYSTEMS M 1 07/20/19 01:28 PM EDT Cash Register
h @ 10.1.39.146 00:E0:0D:E5:87:E1 M34KADIKOY0564VNs01 Fa0r RADIANT SYSTEMS M 1 07/20/19 01:28 PM EDT Cash Register ©
< >
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Management, Reporting, & Incident handling

Detailed Customer Reports Using FortiAnalyzer

CTAP FortiNAC Version 1.0
Executive Summary
Endpoint Distribution

Endpoint Distribution By Type

Endpoint Distribution By Vender

Endpoint Distribution By Location And Type

Endpoint Distribution By Location And Type (Exact Count)
Endpoint Inventory Details

Endpoint Inventory
Network Inventory Details

Network Inventory
Appendix A

Devices

Endpoint Distribution By Operating System

® 60,008 Uk (28)

[ )

® 1625 Apple 05 5X|Apple 05 X 10,8 Appie 05X 108X (1)
1,826 Netmork ok Meckia Player (1)

® 1% vinciows 10(1)

® 182% Lo 2601}

@ 1520 Ntk Ko Media Player (1)

1,825 habile Device Chvome0s (1)

Endpoint Distribution By Vendor

® 100.00% Rasgberry i Faundation (1)

The below chart illustrate the distribution of the endpaint by location and by the type of the endpoints. These
provide an insight which location in the organization has the highest connected devices and the type of the
endpoints at each location. In addition, the following table also provide the detsils counts of the type of the
endpoints and s location.

Endpoint Distribution By Location And Type

2

’ ‘ R

&
&

M Carlisle PA Command Center
North America

e
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431 Unique Events — Custom Map Events to Alarm
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FortiNAC Feature Overview
Pro Features

BASE Features

— Discovery of Enterprise Network Infrastructure

—  Receive trigger event from — Active Directory Integration
IPS/SIEM/Tenable/Qualys —  Builds Endpoint Database of MAC/IP/Port/Interface

— Intelligent containment and — Rogue Hunting Tools
notification options based on Host * MDM Integration (AirWatch, InTune, Chromebook etc.)
Profile (device type, user etc. ) \SIBILIT), ‘ * Industrial OT Integration with Nozomi integration

* FortiClient EMS integration
* Agentless Device Profiling — Active & Passive
» Fortigate as a sensor & FSSO Integration
Control
* Rogue Device Detection and containment
* Network Access Policies (wired 802.1x not required)

— Immediately isolate and contain
Indicators of Compromise

nnnnn

.....

PLUS Features
Lightweight NAC agents (Dissolvable & Persistent)
— Endpoint Compliance for Windows, OSX & Linux
— Captive Portal for BYOD, Contractor and Guests
— Outbound Security Events to SEIM, Syslog or API

Opeeations
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FortiNAC Components

Virtual Machines

FortiNAC Licenses

rf- vmware as M|crosoft KV M FortiNAC LICENSE TYPES BASE PLUS PRO
f .- - Hyper-v Visibility Natwork NOMWOKDISCOUBIY | ettt R, e
VSphere W Rouge Identification . o .
aWS =- Microsoft
Azure
\./‘7
FNC-CA-VM VMs scale up to 25,000 potential access ports*
FortiNAC Hardware Appliances Automation / Control Network Access P Pohcuas e e
; [renmner} loT Onboan:llng with Spnnsor . . .

* FortiNAC-CA-500C (up to 2k potential access ports*)
¢ FortiNAC-CA-600C (up to 15k potential access ports*)
* FortiNAC-CA-700C (up to 25k potential access ports*)
*  FortiNAC-M-550C (FortiNAC-CA Manager)

*Total Number of Used or Unused Switch Ports + Total Number of
Active Wireless Users = Potential Access Ports

I-ncident Hesponryemm"mm o t

PLUS

BASE

Inbound SECUITty’ E\'Ei ts T -
Outbﬁund &currty Evenls -

Perpetual Licenses:
BASE-PLUS-PRO
*Subscription Available For PRO only*

F:=RTINET
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