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GAFE As Truth

e (Google is the only place the user password is
stored
e (Google OU/Groups define user roles



Authentication Mechanisms

e SAML
e SecurelLDAP
e (OAuth



https://support.google.com/a/answer/6087519?hl=en
https://support.google.com/a/topic/9048334?hl=en&ref_topic=7556782
https://support.google.com/googleapi/answer/6158849

External Tools

e stunnel
o OAuth2 proxy
e \/ouch



https://www.stunnel.org/
https://github.com/pusher/oauth2_proxy
https://github.com/vouch/vouch-proxy

Security Considerations

e Authorization Cookie duration
e Docker firewall and ip tables
e docker-simple-firewall



https://github.com/0xcaff/docker-simple-firewall

