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Get Invovled

Join or Start your local user group

Participate in forums
* Technet
* MyltForum
* Microsoft Tech Community
* Etc...

Get on Twitter

* Not just for celebrities and
presidents

Keep a Blog

{2 Microsoft Tech Community




Device Lifecycle Company

* Hardware Reseller (Dell, HP, Lenovo, and
mOre) @ owmicro
« OEM (Digital Signage, Kiosks, Appliances)

* Professional Services (Systems Management,
Cloud Solutions, Automation)




* Asimpler way to support internet clients

 Roaming devices such as laptops

\/\/hy - ClOUd  Manage traditional Windows clients with

Active Directory domain-joined identity

Mana germe NT  Manage traditional Windows 10 clients with

3 modern identity, either hybrid or pure cloud
G ateway g domain-joined with Azure Active Directory
(Azure AD).




Azure subscription to host the CMG

Proper Permissions

A Few
Prerequisites

On-Prem server to host connection point

If clients are not hybrid or aadj they require a
client certificate as well

Certificate knowledge


https://docs.microsoft.com/en-us/configmgr/core/clients/manage/cmg/plan-cloud-management-gateway#requirements

Prepa e The * Under the Subscription we need to enable
Azure

a few providers
* Microsoft.Storage

Su bSC rl pt Tela * Microsoft.ClassicCompute




|: Now Micro Properties

Deployment Verfication Securty Signing and Encryption  Service Windows
General Wake On LAN Ports Sender Publishing Communication Securty Alerts
Site system settings

Select the communication method (HTTP or HTTPS) for the site systems that use 1IS. To use HTTPS, the
servers must have a valid PKI web server cerificate (server authentication capability).

Prepare ConfigMgr

(O HTTPS only
(® HTTPS or HTTP

° CO nf | g ure CO mmun |C at | on Use Configuration Manager-generated certificates for HT TP site systems
Security —
i ings
° Dep|0y COU |d Ma nage me nt Specify settings for clients when they communicate with site systems that use 1IS.

under Azure Services

Use PKI client certificate (client authentication capability) when available

Client certificate selection:
| Criteria: Client authentication capability N Modify...
Multiple Certficates: Select any certificate that matches

[[] Clients check the certificate revocation list (CRL) for site systems

Trusted Root Certification Authorities
\None specified ‘ Set...

Cancel Aoply




W ore ‘ :

I Q g! Settings
Create Cloud Saved Conn

Management Gateway Searches ~ ana
Create Search Denetal Specify additional details for this cloud service
& v |2\ »  Administration »
Alerts
E—————— Summary Specify a server PKI certificate for this cloud service.
1 . Progress
“ Efi Overview Ceticate file: [ |0 | Bowse..
— : Completion
» | Updates and Servicing
Service name: I v |\)
» __l Hierarchy Configuration
4 [ Cloud Services Deployment name: I ]J cloudapp net
é—A‘ Co-management P
Azure Services
&» Azure Active Directory Tenants Region: East US 2t L
Cloud istbuton Poins . * Server Auth Certificate
(® Use existing O Create new
Cloud Management Gateway
WS =Conkurao i — ) * |dea for CMG Connection
% Sites VM Instance: |1 s .
B Servers and Site System Roles pO I nt n a m e
K Client Settings Specify security settings for authenticating client connections through Cloud Management Gateway.
» Ll Security
Certificates uploaded to the cloud service Certificates...

;;f_‘ Distribution Points
[ Verify Client Certificate Revocation

::E* Distribution Point Groups
[] Enforce TLS 1.2

Deploy Cloud Management

CEVEEL




* Deploy the Connection Service Point

. : * Configure Site Boundaries as needed
Fl NIS h Settl ng * By Default clients will update with the CMG

up ConﬂgMgr point in 24 hours
* To troubleshoot CMG deployments, use
for CMG CloudMgr.log and CMGSetup.log.
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