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WHO ARE WE?
• PreK-12 Public School District in northeastern 

Indiana
• Eight schools—5 elementary, 1 middle, 1 high 

school, 1 Alternative Learning Center
• 3,700 Students
• Finishing 8th year of being 1:1 in grades K-12



WHY THE FOCUS ON CYBERSECURITY?

Two Reasons:
• INDOE Cybersecurity Initiative
• BrightBytes Data indicated need



INDOE Cybersecurity 
Initiative

• Indiana felt need to bring multi-faceted focus on 
Cybersecurity across the state—students, teachers, 
and districts

• Cybersecurity for Staff
• 86 districts piloted MediaPro as a phishing 

platform for the 2018-2019 school year.  
• MediaPro also supplied cybersecurity training 

resources.
• District had to agree to provide PD to staff 

regarding the dangers of phishing.



BrightBytes Data Indicated 
a Need to Focus on Digital 

Citizenship

•67% of 
teachers 
spend less 
than 3 hours 
a year 
teaching 
about online 
safety.



Digital Citizenship 
& Cybersecurity
• Realization that many teachers 

lacked the knowledge about 
digital citizenship to instruct 
students in these topics.

• Decided to make our focus on 
TEACHERS this first year.





WHAT DOES IT TAKE?  
ESTABLISH THE NEED

• STUDENTS:  To make learning relevant, we need to make connections with 
things they already know or are familiar with.  

• STAFF MEMBERS:  To make learning relevant, we need to make connections
with things they already know or are familiar with. 

Our goal was to use as many local examples of 
cyber incidents as possible to create a sense of 

doom/urgency about cybersecurity.



Rising ED TECH Usage + Collection of 
Student Data = MAJOR RISK



If this data is compromised, cyber criminals can use it to:
• THREATEN STUDENTS—Reports of stolen data being used to threaten 

parents, publicize private information, and help child predators identify 
new targets.

• THREATEN EMPLOYEES—If employee data is leaked, cybercriminals could 
use private data to file tax returns and receive refunds, redirect payroll 
deposits, etc. 

MAJOR IMPLICATIONS

“Learn these skills to keep YOUR personal 
data safe.  Learn these skills to keep OUR 

STUDENTS’ personal data safe!”



3 BASICS ELEMENTS 
OF THE ENSC 

CYBERSECURITY 
INITIATIVE

1.  Phishing Campaign

• Email “Campaigns” sent 
throughout the year.

• Anyone that clicked on 
phishing links saw this 
screen

• Three Strikes and You’re 
OUT—IDOE/ENSC 
Cybersecurity Course 
assigned



2.  Professional 
Development 
for Staff



3.  ENSC Cybersecurity Awareness Emails
• Branded every email with these words in the subject line
• Inform staff of current scams going on; any important security events 

would have “ENSC Cybersecurity Alert” in its place.
• Asked people to take a moment to read and watch attached videos
• PURPOSE?  Breakdown the basic skills about spotting phishing



How Did We 
Start?

Summer Phishing 
Campaign

• Used to establish a 
baseline of where 
staff knowledge 
was and to 
become familiar 
with MediaPro.  



22% of our staff members clicked the link!
(103 staff members total)



First Teacher Day—Build the Anticipation

Intro video to get them talking



Week #1
• Launched 3 Phishing emails

How did we do? 





Tip:  Share Results with Staff so they are Vested in the Process



Email Follow-ups Breaking Down What to Look for to Determine if a Message is 
Phishing
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“Catch a Phish” Basic Skills Covered Over 
the Next Few Weeks

1.Check the sender
2.Check all links carefully.
3.Beware of attachments.
4.Don’t be fooled by fake sign-in pages.
5.Check the Eng-lish…..
6.Beware of alarmist messages insisting you 

act immediately.



Dr. Evil Shared Three Week Results



Other Topics Covered—Holiday Dangers



Cyber-extortion



Events in the News



Spear Phishing



Spoofing



Privileged Users
It was mandatory that all users with administrative access in Powerschool
take the IDOE/ENSC Cybersecurity Course.  Additionally, they had PD focused 
on their role and why it was important for them to be aware of cybersecurity 
safety even more so than “normal” users.



Tip: Base Campaigns on Needs--Attachments







TIP:  You Can 
Build a Phishing 

Campaign on 
emails You 

Receive 
Without 

Sophisticated 
Programs





HAS IT WORKED?

Initial Campaign
103 People Clicked

Mid-Year
37 People Clicked

End of Year
15 People Clicked

8%

3%

22%



FUTURE PLANS

•Ransomware
•USB Campaign
• Password Security
• The Internet of Things

Can’t stop…WON’T STOP!



TAKEAWAYS
• It’s imperative you create a sense of need—convince them of why this is 

important!
• While having a phishing platform is nice for data, you could base an awareness 

campaign off of nothing more than phishing emails you get in your corporation 
every day or things in the news.

• Staff members like to hear how they are doing and have appreciated learning 
these skills because they know it keeps them safe not only professionally, but 
personally as well!

• In today’s day and age, this has to be an ongoing process.  When we figure out 
the newest way people are scamming others, new ones have already launched.
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