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Firewalls = Not good enough

• Primitive technology for filtering --> blocking by domains or 
keywords
• Long blacklists
• Over-blocking vs wide open policy

• Need separate content filter solution for today’s needs
• Involves more than filtering
• Parent engagement
• Student safety/student wellness
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Long blacklists - Games

• By domain or URL
• www.addictinggames.com
• The obvious answer

http://www.addictinggames.com/
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Long blacklists - Games

• Will you block AARP?        https://games.aarp.org/

https://games.aarp.org/
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Long blacklists - Games

• Real-world game detections – YouTube videos of game walkthroughs
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Long blacklists - Games
• Real-world game detections – Google Sites and Reddit Discussions
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Long blacklists - Games

• By keywords on search
• Game
• Games
• Fortnite

• But…students are smart
• G a m e s
• Ga mes
• G ames
• …and so on

• How many iterations of Fortnite?
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Long blacklists - Games
• Keywords – Snake…will you block Google? Or the word “snake”? 
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Solution: AI-based filter working in real time



Deledao Confidential

Over-blocking vs wide open policy – Social media 

• Before social media

• Website content is coherent

• The owners control the content

• cnn.com: news

• macys.com: shopping

• playboy.com: adult

• After social media

• Everybody is contributing content (user generated content UGC)

• YouTube

• Facebook

• Every webpage is different and needs to be analyzed
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Over-blocking vs wide open policy – YouTube

• YouTube as example
• Over-blocking
• Will you block all of YouTube and lose access to 

educational material such as Khan Academy videos?
• Wide open policy 
• Even with keyword/URL blocking and YouTube safe mode, 

there still are issues. 
• Example: Mature content. Young children searching for 

words such as “kissing” or “bouncing balls” leads to trouble
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Unfortunate incidents – Schools in the news

12
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The problem – Effect on kids

13
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Solution: AI-powered, real-time video analysis



Deledao Confidential

Solution: AI-powered, real-time image analysis
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Content filter proxies…better, but not good enough

• Proxy Issues
• Cumbersome HTTPS/SSL
• Single point of failure
• VPNs can get through



Take this from someone who co-invented proxies

• Shuang Ji, our co-founder, has 20+ years of experience in network filtering.
• Co-invented proxy scanning and filtering in 1996. 
• Developed InterScan, the first network filtering product in the industry, in 

1996

• This technology, still being used as the base of almost all web filters today, is 
obsolete. 

17
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HTTPS/SSL Encryption

• As the middle man, proxies either cannot see the encrypted info 
(fast) or has to decipher the info (slow)

Source: https://en.wikipedia.org/wiki/File:Proxy_concept_en.svg
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Single point of failure
• If proxy is down, your entire network is down. Nobody can get on 

the internet. Alice cannot talk to Bob, or Adam, or Jack, or 
Andrew, etc. 
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VPNs
• If students use VPNs, then Alice can bypass your proxy to talk to 

whoever she wants to without you knowing. Your proxy no longer 
filters anything and no longer knows anything.
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Solution: Browser level protection 

• Install an AI-powered filter at the browser level
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Solution: Browser level protection (2)

• Install an AI-powered filter at the browser level
• HTTPS/SSL encryption not a problem, because browser sees 

everything in decrypted form already = better filtering, better 
reporting

• No single point of failure. If one browser has an issue, limited 
to that browser on that device.

• VPN-proof
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Dashboard
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Detailed reports - Blocked
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Detailed reports - Allowed
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Better detection includes Student Wellness

26

Tue, Oct 29, 09:45AM Self Harm
Website anxiety suicide - Google Search

Mon, Oct 28, 12:50PM Self Harm
Website 25 Extremely Easy Ways To Die That Will Make You Appreciate Life

Mon, Oct 28, 12:49PM Self Harm
Website easy ways you could die - Google Search

Mon, Oct 28, 12:49PM Self Harm
Website is it easy to die - Google Search

Tue, Oct 15, 05:34AM Toxic Language
Email

Subject: Re:
Recipients:
someone show me a way to get out of here

Thu, Oct 10, 12:01PM Toxic Language
Email

Subject: Re:
Recipients:
im dying i hate this so much get me out of here

https://www.google.com/search%3Frlz=1CACPPT_enUS813&biw=1517&bih=738&tbm=nws&ei=qWy4XefpG-OJgge2vrqQAQ&q=anxiety+suicide&oq=anxiety+suicide&gs_l=psy-ab.3..0.597.3680.0.4601.8.8.0.0.0.0.117.557.4j2.6.0....0...1c.1.64.psy-ab..2.2.202....0.NqtFHviiWGM&safe=strict&ssui=on
https://list25.com/25-extremely-easy-ways-to-die-that-will-make-you-appreciate-life/
https://www.google.com/search%3Fq=easy+ways+you+could+die&rlz=1CACPPT_enUS813&oq=easy+ways&aqs=chrome.0.69i59j0j69i57j0l2j69i60.2393j1j7&sourceid=chrome&ie=UTF-8&safe=strict&ssui=on
https://www.google.com/search%3Fq=is+it+easy+to+die&rlz=1CACPPT_enUS813&oq=is+it+easy+to+die&aqs=chrome..69i57j0l5.4714j1j7&sourceid=chrome&ie=UTF-8&safe=strict&ssui=on
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Granular policies
• No need to create new OUs just for a 

few students
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Parent Portal (for admin)
• Directory management

• Batch invite
• View subscription status

• Unsubscribe if necessary
• Control what policies parents can set 

for off-campus

• Block additional categories
• Block additional sites

• Allow additional sites
• Customizable invitation email
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Parent Portal (for parents)
• Weekly email reports

• Additional control with online parent 
portal

• Dashboard
• At-home policies

• Mobile app
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Parent Portal (for parents) - 2

• Parents can change settings for 

at-home device use, but school 
settings take precedence
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Parent Portal (for parents) - 3
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Teacher-approved whitelists
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Easy deployment

• No hardware, no proxy, no downtime
• No SSL certificates to deploy
• VPN-proof

• Cross-platform
• Chromebooks

• Extension
• Mac and Windows

• Browsers

• Chrome extension
• iPad native browser app

• Works as well off-campus as it does on-campus
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Summary

• AI protects students on campus, off campus, on any 

device
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